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Sensitive data is at risk

80 %

88 %
58 %
85 %

of employees use non-approved SaaS
apps at work

of organizations no longer have
confidence to detect and prevent loss
of sensitive data

Have accidentally sent sensitive
information to the wrong person

of enterprise organizations keep
sensitive information in the cloud




YOUR INFORMATION PROTECTION NEEDS

DEVICE DATA LEAK SHARING
PROTECTION SEPARATION PROTECTION PROTECTION

Protect system and | Containment Prevent Protect data when
data when device is unauthorized users | shared with others,
and apps from or shared outside
accessing and of organizational
leaking data devices and control

lost or stolen Data separation
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Bitlocker Management
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Microsoft Intune Bitlocker Management

p edfiimiei i o il

« Home > Microsoft intune > Device configuration - Profiles > Create profile > Endpoint protection > Windows Encryption
-+ Create a resource Create profile X Endpoint protection X Windows Encryption
A Home 7 == - o =
& pashboard : ::'::EH:_J_:! S 7 Salect a category Io.configure settiogs BitLocker OS drive settings 0

+ Defender Application Gu > Additional authentication at startup @

‘S All services i e
10 settings available

BitLocker with non-compatible TPM ¢chip @

> 5

Compatible TPM startup @

FAVORITES

All resources 40 settings available

&) Resource groups -
Windows 10 and later v Wmndows Defender SmartSeree

ows De ompatible TPM startup PIN @

0 App Services 2 settings available ’

ofile type Compatible TPM startup key ©

Function App Endpoint protection v
L Windows Encryption
) . > Compatible TPM startup key and PIN
SQL databases 38 settings available s P i
Settings
; > Minimum PIN Length @

& Azure Cosmos DB Configure Nindows Defender Exoloit Guard

21 settings available

B3 virtual machines * Minimum characters @

]
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Require TPM v

Reguire startup PIN with T v

Allow startup key with TPM v

Allow startup key and PIN . v

6

Allow 48-digit recovery pa... v

Allow 256-bit recovery key v

%P Load balancers 0 (s) selected ? 0 C
L scope(s) selecte: Windows Defender Ap > QS drive recovery @
p— 2 sett rarlabl
i Storage accounts 2 settings available
Certificate-based data recovery agent @
Virtual networks Windows Defender Credential Gua N
» 1 setting available User creation of recovery password @
W Azure Active Directory
Monitor Wind efender Security Center 5 User creation of recovery key @
17 settings available
’ Advisor Recovery options in the BitLocker setup wizard ©
O Security Center FEe =~ > Save BitLocker recovery information to Azure
‘ 46 settings available Active Directory @
2} Cost Management + Billing
Y Xbon Serice BatLocker recovery Information stored to Azure

a Help + support 3 Active Dire

5 settings available o

Dwrectory before enabling BitLocker @
Pre-boot recovery message and URL @

Pre-boot recovery message @

Store recovery information in Azure Active

Nut configured

Baciup recovery password... v

Requ

Enab

G Vot configured J
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Microsoft Intune
BitLocker management
platform is available
today, and includes
features such as
compliance reporting,
encryption
configuration, with key
retrieval and rotation on
the roadmap. In the
coming months, we
expect Microsoft cloud-
based BitLocker
management to meet
and exceed the MBAM
capabilities you are
familiar with.



New Feature Intune Bitlocker coming in 2019

* Key recovery auditing
Get reports on who accessed recovery key information in Azure AD.

* Key recovery
Enables you or another admin to recover keys in the Microsoft Intune console. You may
enable user self-service key recovery using the Company Portal app, available across
device platforms such as web, iOS, Android, Windows, and MacOS.

* Key management
Enable single-use recovery keys on Windows devices by ensuring keys are rolled on-
access (by client) or on-demand (by Intune remote actions).

e Migrating from MBAM to cloud management
For our current MBAM customers that need to migrate to modern BitLocker
management, we are integrating that migration directly into the key rotation feature



Microsoft Intune: MAM vs MDM



Simplicity

\

Microsoft Intune

Unified Endpoint
Management

\
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The simplest way to manage

all Microsoft 365 endpoints
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Protect Office 365 data, even
on unmanaged devices

Employees expect access to the best tools, wherever they
are—even on their own devices. IT needs confidence that critical
data is secure. Intune delivers both.

Data loss prevention

Require encryptiol
for managed app @
local storage

(°)

Only allow copy and paste
between managed applications

@) (@

Only allow Save A
to secure location

Identity-driven protection

Protect data at the app level, m Employees can use their work
rather than requiring the entire and personal accounts with the
device to be secured. same app

Corpor.ate P%rsonal
Identity Iglentity

EE

Corporate identity and data can
be removed without affecting
users’ apps or personal data.

Compliance

Set up a PIN
for your device

Natural user prompts guide
users to compliance




End-user personal
device

Do not want IT
managing their

Ca n I p rOteCt personal data
a p p d a ta O n fant convenience of Win\tljvoinwdsol\rlwv:o:r?\;tion

access to corporate Protection without

a n U n kn OWﬂ SErvices enrollment

d eVI Ce ? Mobile Application
* Management (MAM) Apple iOS — Intune
controls- App APP Restrictions
Protection Policies

Android — Intune APP
Restrictions + AE Work
Profile




Introduction to Intune App Protection Policies (APP)

MAM
policies

Microsoft 41 ‘K& :;5,’ oooooooooooooo :. ool

Familiar Office experience
« Seamless “enrollment” into app management
 Use for personal and corporate accounts

Comprehensive protection

« App encryption at rest
» App access control — PIN or credentials

 Save as/copy/paste restrictions
* App-level selective wipe

MDM mgmt. by Intune or third-party is optional

Might be a good solution for these scenarios:
* BYOD when MDM is not required

::I g n » Extending app access to vendors and partners

* Already have an existing MDM solution

Personal apps

MDM - optional

(Intune or 3r-party)

MDM
policies




When should | require a device to be fully MDM
managed?

1. Corporate vs. BYOD
2. What do users need to access?
3. Are there additional security requirements; certificates, S/MIME?

How should | protect data on a managed device?
1. Enrollment Restrictions

2. Windows Security Baseline Settings
3. Windows Hello

4. Encryption

5. Mobile Threat Defense



Microsoft Information
Protection




Microsoft Information Protection *é-—-}
solutions help you protect y
sensitive data throughout its v
lifecycle — inside and outside the =g '

organization



MICROSOFT'S INFORMATION PROTECTION SOLUTIONS

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage,
potential abuse

OFFICE 365 ADVANCED SECURITY MANAGEMENT

Visibility into Office 365 app usage and potential
data abuse

WINDOWS INFORMATION PROTECTION/WD ATP

Separate personal vs. work data on Windows 10 devices and
prevent work data from traveling to non-work locations

MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone —
inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity,
machine configuration, geo location

Microsoft's
Information
Protection
Technologies

AZURE INFORMATION PROTECTION

Classify, label & protect files — beyond Office 365, including
on-prem & hybrid

OFFICE 365 DLP

Prevent data loss across Exchange Online, SharePoint Online,
OneDrive for Business

OFFICE APPS

i‘-._}lﬁect sensitive information while working in Excel, Word,

PowerPoint, Outlook

ISV APPLICATIONS

Enable ISV partners to consume labels, apply protection

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and
important data in Office 365

SHAREPOINT & GROUPS

Protect files in libraries and lists



Microsoft Information Protection

Protect your sensitive data — wherever it lives or travels

Discover

Scan & detect sensitive
data based on policy

e

Devices

o TG

Classify Protect
Classify and label data Apply protection actions,
based on sensitivity including encryption,

access restrictions

Comprehensive

- D

Apps Cloud services

2

Monitor

Reporting, alerts,
remediations

)

On-premises



Common use cases

Discover and understand the sensitive data across your environment

Accelerate your journey to the cloud by classifying, labeling and protecting data
on-premises

Get control of data sprawl in the cloud by classifying, labeling and protecting files
in 3"9-party cloud services

Implement an information protection strategy to meet compliance obligations



Windows Information Protection
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WINDOWS INFORMATION PROTECTION

Integrated protection against accidental data leaks

Protects data at rest locally
and on removable storage.

Common experience across
all Windows 10 devices with
copy and paste protection.

Seamless integration into
the platform, No mode
switching and use any app.

Corporate vs personal data
identifiable wherever it rests
on the device and can be
wiped.

Prevents unauthorized apps
from accessing business data
and users from leaking data
via copy and paste protection.




WIP Overview Windows Information

Protection

Windows Information Protection is an extension to the Windows 10 operating system

Windows Information Protection (WIP) helps protect against additional areas of potential data leakage without
interfering with the employee experience.

WIP uses encryption to protect sensitive (work) content. By encryption it can disallow content to be copy/pasted
into other documents. It also allows document to be blocked from sharing using non-protected apps (like e-mail) or
storage on non-protected locations (like an USB drive)

WIP differentiates between corporate and personal data and apps that can exist side by side on the same device
There are two major components to WIP. There’s the application which are allowed to access protected content
and there’s the location where this content is stored.

Based on the settings of the policy, users can change the ownership from work to personal and visa versa (less
restrictive). Or this ownership is applied automatically (more restrictive). WIP uses a set of content locations
(fileshare, cloud storage, and more) to determine if the content is either personal or work related.

WIP settings are delivered through policies to user devices, which need an MDM or MAM solution that supports
WIP



* Windows Information Protection mode @

P | a n n i n g fo r W I P ( Block Allow Overrides Silent m

* Implementing WIP requires the following prerequisites:
* Windows 10 version 1607 (Anniversary Edition) or later

« A MDM or MAM solution that supports the “EnterpriseDataProtection” configuration
service provider (CSP) such as Microsoft Intune

* Windows Client must be enrolled in MDM or registered for MAM
* Once you’ve satisfied your prerequisites, you should plan for the following issues related to
your WIP implementation:

* Determine which Policy protection mode to use:
WIP has three simple policy enforcement modes. It lets you choose how and whether the
user experience in the clipboard, save dialog, and similar data-sharing cases have options
(overrides) to move work content to non-work context. You can decide to Hide Overrides,
Allow Overrides for your users, or even deploy in Silent mode just for auditing. Silent
mode does not restrict unmanaged apps from opening work data the way Hide Overrides
and Allow Overrides do

* Configure your intelligent network boundaries



Home > Microsoft Intune > Client apps - App protection policies > Create policy > Advanced settings

| m p | e m e n tl n g W | P Create policy X Advanced settings

-

Network perimeter

Desciigtion Choose where protected apps can access enterprise data on your network. @
* You can implement WIP by creating WIP
« . . . J Add /*AppCompat*/ to your list of cloud resources to enable TLS connections by
| hi directl loud h h an IP address.
pOI ICIeS I n M Icrosoft I ntu n e personal apps that connect directly to a cloud resource through an IP address
* Platform

Add network boundary...
Windows 10 ~

* You can select a deployment for MDM =

Enrollment state

(Windows 10 device is enrolled) and for MAM “Without emolmet = FE— Sharepoint
(Wi n d OWS 10 d eVi Ce iS n Ot e n ro I | ed ) Enterprise Proxy Servers list is authoritative (do not auto-detect) @

Before Windows 10 policies can =
take effect, set the MAM URLs in i

AAD to Microsoft Intune by

[ ] TO a d d a n eW WI P pOI icy i n th e AZ u re PO rta | : J choosing “Restore default URLs” Enterprise IP Ranges list is authoritative (do not auto-detect) @

and defining the user scope. On
1. Gotothe Azure Portal Miate:praiion
Protected apps @
- ’ > Upload a Data Recovery Agent (DRA) certificate to allow recovery of encrypted

2. Select All Services, type Intune and click it from a0 g
the Service tab Exempt apps @ >

Prevent corporate data from being accessed by apps when the device is locked. Applies
. ly to Windows 10 Mobile @
3. Open the Mobile apps from Manage — , - o )
Configure required settings
Open the App protection policies from Manage Resita sverygton ey o ol
Advanced settings S Off m

Configure advanced settings

5. Click Add a policy on the top to open the next tab Bk e T st s AR sh e rolis i MO g

f

HI



Business/Personal

One experience

Data is isolated

Data is encrypted at rest
Organization holds keys
MDM / MAM managed
Block/audit data exchange
APIs for ISVs

Office and OneDrive

Skype for
Business Facebook

Business HR
(Managed) SR

View OneDrive

Dynamics

Data exchange is
blocked or

audited




Enlightened Applications




Unenlightened Applications — How to manage

* Option 1: Use Allow policy
e Caution: Auto-encrypts all files touched
* Intended for Line of Business (LOB) apps
* Can include in policy for fully managed devices

e Option 2: Use Exempt policy
 WIP rules don’t apply to the app
e Access work without impacting personal data

* Option 3: Enlighten the app
» See: http://aka.ms/wip-dev-guide




Working with WIP in Windows Desktop

* The terms “Enlightened” and “Non-Enlightened” (or Unenlightened)
describe applications with full support of separation between corporate
and personal data and applications that can only recognize all their data
as corporate work data

Local Disk (C:) » Information Protection demo

??????

easthpe EM  Work (corp.microsoft.com)
Personal




Azure Information Protection



The evolution of Information Protection

Classification Protect Monitor &
& labeling respona



Planning AIP Solution

For AIP deployment, organizations must consider the following planning
and configuration steps:

Prepare the Tenant for Azure Information Protection

Customize labels and policies

Deployment of Azure Information Protection client
Configure Rights Management and participating services
Rolling out AIP to the end users

Al



AIP Labels Overview

- Labels contain different settings on how to mark and optionally protect
documents, files, and emails that are sent to your end users

- Sub-labels can add

Azure Information Protection - Labels

additional settings to a label ™7

- Before customizing labels, — e L
you must create your ... o
classification strategy - — =

© Azure Information S — -
Protection provides a set of ™" -
Default labels and policies T Ao T
that are created when you v

activate AIP for your tenant ;L



Classification and labeling

HIGHLY
CONFIDENTIAL

PERSONAL

GENERAL

=
1
1
O

o It is recommended to label this file as Confidential as it contains credit cards

o Sensitivity: |l General /'

CONFIDENTIAL
PUBLIC

Change now

Automatic classification

Policies can be set by IT Admins for automatically
applying classification and protection to data.

Recommended classification

Based on the content you're working on, you
can be prompted with suggested classification.

Manual reclassification

You can override a classification and optionally
be required to provide a justification.

User-specified classification

Users can choose to apply a sensitivity label to the
email or file they are working on with a single click.



Working with AIP Labels

* You can see your configured labels and sub-labels when opening
suported Office application on a client that has the Azure Information
Protection client installed

* You can use Azure Portal to create additional labels (and sub-labels) with
special settings for your users

Document] - Word

e Insert Design Layout References Mailings Review Wiew Q Tell mewhat you want to do
; > = lA | i=m et emae ) or!
|—'1 Times NewRo = |11 ~| A A E || i Feae e R e bl < AaBbCcl AaBbCel AaBbC
Pa'ste ¢ B I U -abex. x A oA IB=== |17 | O PFDEECt TNormal | TNoSpac.. Heading 1
Clipboard & Fant ] Paragraph ru Protection Skyles
o Sensitivity: Mot set bl I fi i !




Configuring AIP Policies

A policy is an additional set of rules that are used to group
labels to be available for users or groups

All predefined labels and sub-labels in Office 365 are
configured in the default policy named “Global”

You cannot scope Global policy to any specific users or
groups

The following rules apply when creating new policies:
* Custom labels can be added to only one policy

* To add a sub-label, its parent label must be in the same policy or in
the global policy

The Azure Information Protection client checks for any
changes whenever a supported Office application starts

Home > Azure Information Protection - Palicies > Policy: Global
Policy: Global
ZE Columns ¥ Export

Configure administrative name, description and scope for this policy

* Policy name

[ Global

Policy description

Default policy for all users in the tenant

LABEL DISPLAY NAME POLICY MARKING PROTECTION
B Personal Global
M public Global
B General Global

» @ confidential Global

» B Highly Confidential Global

Add or remove labels

Configure settings to display and apply on Information Protection end users

Sensitivity

Tooltip
The current label for this content.
outside the organization.

This setting identifies the risk to the business if this content is shared with unauthorized people inside or



Deploying AIP Clients

The AIP client for Windows is a client for
organizations that use Azure Information
Protection to classify and protect documents and
emails

AIP client also has a viewer for organizations that
don’t have their own information protection
infrastructure but want to consume protected
content

The stand-alone Azure Information Protection
viewer app is available for Windows, Mac,
Windows Phone, Android and iOS

Rolling out the client is possible through
Windows Update because it is included as both
an executable (.exe) and a Windows Installer file
(.msi) in the Microsoft Update catalog

Microsoft Azure Information Protection

Important! Selecting a language below will dynamically change the complete page content to that language.

i G

Install the Azure Information Protection unified labeling client (AzInfoProtection_UL) for
labels that can also be used by MacOS, iOS, and Android, and if you don't need
advanced features such as user-defined permissions, HYOK, or the scanner. Install the
Azure Information Protection client (AzInfoProtection) if you need advanced features
that aren't yet available in the unified labeling client.



Configuring Automated Labeling

* The automatic labeling feature can assign
labels to documents, files, and emails
without user interaction when configured
conditions are fulfilled

* Automatic labeling consists of:
* Conditions for applying labels automatically

* Automatic processing and recommendations
for emails with attachments

* The on-premises Azure Information Protection
scanner to label local documents and files

* The automatic labeling requires an Azure
Information Protection Premium P2 license,
which is included in the license bundle
Enterprise Mobility + Security E5

Configure conditions for automatically applying this label @

If any of these conditions are met, this label is applied

CONDITION NAME OCCURRENCES
Credit Card Number 1
EU Driver's License Number 1
EU National Identification Number 1
EU Passport Number 1

EU Social Security Number (SSN) or Equiv... 1
EU Tax Identification Number (TIN) 1
+ Add a new condition

Select how this label is applied: automatically or recommended to user

(Automamc Recommended )

Add policy tip describing to users the reason for applying this label

It is recommended to label this file as Confidential \ Sensalari Internal



Configuring a Super User

* The Super User feature of the Azure Rights Management service from
Azure Information Protection ensures that authorized people and
services can always read and inspect the data that Azure Rights
Management protects

* The Super User feature is a feature to access all protected content of
your tenant

* By default, the super user feature is not enabled

* The Super User is configured with the PowerShell cmdlets from the
AADRM module

* You use Enable-AadrmSuperUserFeature cmdlet to enable this feature



Implementing Bulk Classification

* The Azure Information Protection scanner is a tool for automatic labeling and
classification of files and documents from on-premises file shares and SharePoint

servers

- The Azure Information
Protection scanner can work as
an extension to a Windows
Server File Classification
Infrastructure (FCI)

- The scanner is installed on a
Windows Server with access to
the on-premise environment
containing the file shares and
SharePoint libraries to label

Azure Information Protection with a policy
that is configured for automatic classification
and optionally, protection

HTTPS

T SMB/File share
-
SQL Server database HTTP/HTTPS

for configuration and

a Windows Server
operational data

computer running the
Azure Information
Protection scanner

\.! Sk

SharePoint Server



Available Now

Unified labeling across Office 365, Azure and
Windows Information Protection

Office 365 | Compliance

@ Home Labels

A Aerts Sensitivity labels  Retention labels

Centralized management
. . . {2 Monitoring & reports
Configure and manage labels across apps and services in e s s o s [R—
Office, Azure and Windows — all from the Security & | © e
Labels

C O m p | | a n Ce C e n te r ey 400 Sharepolat - with sensitivity labels in the last 30 days
Label analytics xchange 133 auto-applied
PR ) s
Sensitive info types 100 Saas apps 1 1 1 manua"y ap[

H i label: H
85k labeled items ... sensitviy labels that determine how content should be protected Were cocimens s amals it ety abals e siored 244 items recent

Unified classification S ‘ — i
Uniform content classification to protect and preserve data ...~ - = = = = = @
across Office, Azure, Windows - )
Permissions + Createalabel CJ Publish labels () Refresh
Consistent across M365 & extensible to 3" party
Consistent integration and experience across M365 apps & -
services. Extensible to 3™ party apps & solutions oo

4item(s) loaded

Feedback
< >



Data protection & data governance go hand-in-hand

Unified approach to discover, classify & label
Automatically apply policy-based actions
Proactive monitoring to identify risks

Broad coverage across locations

Unified approach
2 B Q
=: 0 N ©
Discover Classify Label
Apply label
Sensitivity @ Retention |_/b’|
> Encryption ' |9| > Retention \/
> Restrict Access > Deletion
> Watermark > Records Management
> Header/Footer > Archiving
Monitor

> Sensitive data discovery > Policy recommendations
> Data at risk > Proactive alerts

> Policy violations




@ What is a sensitivity label?
Tag that is customizable,

In cleartext,
and persistent.

It becomes the basis for applying and enforcing
data protection policies.

A
In files and emails, the label is persisted
@ as document metadata

H) In SharePoint Onling, the label is
persisted as container metadata




Office 365 Message Encryption

Secure communication with anyone...

Inside your Between your With any of your
organization business partners customers

= =
— =
— —
— =
=0 B
— L =
! — : =

...on any device, in any email client




Secure enterprise productivity
with Office 365 Advanced Threat
Protection



Exchange EOP and Office 365 ATP

* Microsoft 365 tenants that have mailboxes hosted in Exchange Online
rely on the Exchange Online Protection (EOP) service to route
inbound and outbound mail

* Together, EOP and Microsoft 365 ATP provide a complete solution for
protecting users against cyberthreats originating in email

» Advanced Threat Protection (ATP) extends the protection provided by
EOP by filtering targeted attacks that could pass through EOP’s line of
defenses, including advanced threats such as zero-day attacks in email
attachments and Office documents, and time-of-click protection
against malicious URLs



The Anti-Malware Pipeline in Microsoft 365

Before mail enters the Microsoft 365 network and is
processed by EOP, techniques such as IP and sender
reputation, combined with heuristics

After that, it is scanned by multiple signature-based
anti-virus scanners

Next, EOP scans individual files using a reputation
block

Heuristic clustering is used to identify mail as
suspicious simply based on an analysis of delivery
patterns

Once these signals are collected, the results are run
through a machine-learning (ML) model

If Microsoft 365 Advanced Threat Protection (ATP) is
enabled in the tenant, ATP extends the protection of
EOP

Block or
throttle using

sender/URL
reputation

AV engines/Clustering

Global ML Tenant

Polymorphic Malware
Heuristics (:‘::::;
Clustering Raputation,

specific ML Analyst
Sender Auth & Spoof Detection Models AR
(Content
Comms, User

ATP / Detonation / Safe Links & Comms)
Preferences)

Newsletter /
Bulk
Detection

BEr

Protect Tenantand  Qickl
User Outliers Quickly

Catch Dangerous
Block Small Phish/

Spam Malware
Campaigns

Block Medium/
Large Spam

Reject early Camipaigits



How ATP expands protection provided by EOP

o EOP - The sender’s reputation is

O n Ce e m a i I pa Sses phrotected by sem_:iin"g messages
through a “high risk” pool to
through the front-

ensure protection of the
line defenses @
-

organization's reputation
provided by EOP, it is i

9 Safe Attachments — protects users
Sender

against exploits in email
attachments

fU rt h er ana |yZEd by L -Exhahiangfe Online Protecti0n0

ATP’S Safe Detonation chamber Safe Attachments @ Y e

€) safe Links — protects users from
sites with malicious content, i.e.
Supported file
(sandbox) B iy by AWAS Sfiters

phishing sites
Attachments and B e e

Safe Llnks &

: , usly updated
Registry call? |sts of mal o s URLs

Safe Links features L

. = = Recipient
suspicious %

Executable?




Safe Attachments

e Safe Attachments is a feature in Microsoft 365 ATP that opens every
attachment of a supported file type in a special hypervisor environment,
checks to see if the attachment is malicious, and then takes appropriate
action

 Safe Attachments will analyze attachments that are common targets for
malicious content

 Selecting attachments to test
e Attachment testing



Safe Attachments Policy Options

ATP Safe Attachments policy options:
e Off

* Monitor

* Block

* Replace

* Dynamic Delivery

* Enable redirect



Safe Links

e Safe Links is a feature in ATP
that protects users from
malicious URLs that are A This website has been classified as malicious.
commonly used in phishing
attacks to extract sensitive
information from a user

) Office 365

 When a user clicks a link in a message or A This link is being scanned
document, Safe Links checks to see if the
link is malicious by redirecting the URL to a
secure server in the Microsoft 365
environment that checks the URL against a
block list of known malicious web sites



Safe Links Policy Options

ATP Safe Links policy options:

Block the following URLs

Office 2016 on Windows

Don't track when users click ATP safe links

Don't let users click through ATP safe links to original URL
Use Safe Attachments to scan downloadable content
Apply safe links to messages sent within the organization
Do not track user clicks

Do not allow users to click through to original URL

Do not rewrite the following URLs



End-User Experience with Safe Attachments

Access to this attachment s blocked. Recipients may not

be able 10 view the attachment, ether

CaReply QReply All (Forward SSiM

Thu 9/29/2016 252 PM
WeB Wayon Blair <admin@AtpTestl.onmicrosoft.com>
dynamic delivery
To Dirk Xanthopoulos

= ATP Scan In Progress
‘;] Outlook item

Suggested Meetings Action Items + Get more add-ins

Hey Dirk,

Check out the newsletter | attached from Contoso | mentioned on the phone. This is great
stuff:

¢ New Headquarters building is open. We should meet for lunch therel!
e They are holding a 5K on Oct 1. Let’s do it.

e Looks like it is time to renew our healthcare benefits again.

Let me know as soon as you get this!|



End-User Experience with Safe Links

Safe Links works in email by executing following steps:
1. Someone sends a user an email message that contains a URL to a web site.

2. The message flows through the anti-malware pipeline, and assuming it
passes through all the initial checks, it eventually arrives in the recipient’s
inbox.

3. The user opens the message and clicks the link.

4. When the user clicks the link, the URL is redirected to a secure server that
checks the URL against a block list of known malicious web sites.
1. If the link is safe, the user’s browser navigates to the target web site.
2. Ifthe link is malicious, the user’s browser displays a warning page.



Securing the end user

Critical to combating phishing
and social engineering related
attack vectors.

Native protection built right into
Office 365.

Strong complement to your
end user awareness and
security training.

Protection that extends to
collaboration scenarios across
desktop, web/online, and
mobile clients.

R IAREEE - TRNE

Delete Respond Protect Quick Move Tags Editing Zoom Customer View MyAnalytics Report
> v Steps - ¥ > v Manager Headers Message ~
Protection Quick Steps & Zoom Protection A
o Sengitivity: [l General
Tue 672072017 3:26 PM
WT  Willard Truman <admin@Atptest2.onmicrosoft.com>
test
© wiliam Su A

Protected by Safe Links: http://www.contoso.net
Click or tap to follow link.

Please click this link.

Office 365 ATP Safe Links: Native Link rendering showing the original URL in Outlook

The URL points to a site that has been
vy identified as malicious. Users are advised
111t 0 e not to proceed to the site.

A URL is still being scanned by ATP Safe
Links, so users need to wait a few
moments and try the link again.

The URL is blocked by your organization,
There are several reasons why a URL
might be blocked. Users are advised to
contact their organization's Office 365
administrator.

The URL is in an email message that is
similar to other email messages
considered suspicious. Users are advised
to double-check the email message
before proceeding to the site.

The page that you are trying
The URL is in an email message that has wxmruw.
been identified as a phishing attack. As a 2
result, all URLS in the email message are et e e tod a‘;T::::g&::gog::; ccurTed, ad the
blocked. Users are advised not proceed — B s ) S
to the site.

Summary of New Office 365 ATP Safe Links Warning Pages for time-of-click protection




Securing your pro

Office clients and Office online

10:29 4
« Word

all

& namO06.safelinks.protection.outlook.co €

This website has been
classified as malicious.

Opening this website might not be safe
s gk conto, oy

W recommend ha you it apen i e, 2 pening [ g
ot e sl s P yourcamgter o sl i mafcious s of
Joue porsoal datn

Continue anyway et recommendad)

Powered by Office 365 Advanced Threat Frotection

http://spamiink.contose.comy

Open

Copy

Edit

Cancel

Word iOS client showing Office 365 ATP Safe Links block
from a click within a document.

uctivity scenarios:

ipsy/microsoft-mysharepoint-f.com,

Word Online | Sumit Malhotra > ATP Demo Docs SWOTAnalysisMay2018 - Savec

Fle  Home nsert layout References Review View Help DocwSign  OpeninWord Tell mewhatyouwantto do
Ov [v < | calbiGody) v11 v A A B I [U 2v Av A == E == =

John Doe

| ABCSTREET, REDMOND, WA

~Page Break-

VT

W Analysi: Svor
i thec e o e SAIE ar e iesses ileml s ndopposiuiio ad
threats (external). This is a good exercise to go through on an annual basis. After completing your

analysis, provide your thoughts on: how your strengths can help you to maximize opportunities and

¥ ur ability ; and how

could your weaknesses expose you to threats?

+ Advantage + Disadvantages

+ Capabilties + Gapin capabilties
+ Assets, peaple + CashFlow

+ Eperience + Suppliers

+ Financia reserves + Experience

+ Value proposition + Avresstoimprove
+ Prce, value, qualty + Causes of ose sles

+ Areastoimprove Economy movement

New segments. + Obstacles faced
Competitor weakness + Competitor actions
industry Poltical impacts

New products Environmental effects
New innovatiors Loss o key sta

+ Key partnerships + Market demand

« Strengths: What will be your company’s strengths when you launch? How do you see this changing.

v

nam08.safelinks protection.outlook.comy/7uri= g =

This website has been
classified as malicious.

Opening this website might not be safe.

http://spamlink.contoso.com

We recommend that you don't apen this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

Close this p:

Continue anyway (not recommanded)

Powered by Office 365 Advanced Threat Protection

in the future?

« Weaknesses: If you were the competition, what would you say to prospective customers about
wihere your company's products or services are weak or deficlent? What are the most important
weaknesses to overcome irst?

. With product or new par ips, where could y grow?
What new segments could you enter in the future?
« Threats: What external factors could put pressure on your business growth or cash flow? Which of

these threats can you control? Which ones can't you control?

Footer

Page2of2 186 words Engih (US) Inner Ring (Fastiood) : F1

100%  Help Improve Offce

Word Online showing Office 365 ATP Safe Links block from a click within a document.




Securing your collaboration scenarios:

SharePoint Online, OneDrive for Business and Microsoft Teams

- ::ji" il LTE @) B Testing for Channel Files Tab > General
& @ = B
™ o
= 1
Bl
This file is compromised by malware. To protect your - g s
device and other files, we've removed Open, Share, W and A z
and other commands. Contact your admin for options
or learn more. . - This file is compromised by malware
File name SOW_Contoso_April_2018.docx " This file is com
promised by malware &
i o : =0
Modified Jun 13 5
[ o | . -
Size 1 KB _ - &
Location ODfB_Malware_Test =
a
Shared with
°
Has access from "SOW_Contoso_April_2018"
= [}
OneDrive iOS app showing files SharePoint Online WebUX showing files detected Microsoft Teams desktop client showing files

detected and blocked by Office 365 ATP and blocked by Office 365 ATP detected and blocked by Office 365 ATP



Securing your collaboration scenarios:
Office 365 ATP Safe Links protection in Microsoft Teams

Search or type a command

Ignite Demo 2018 > Partners % -+ Private

This team has guests

=]

Conversations  Files  Wiki +
e —

| trustedpartner_2018 ©/12 A Edited @

Hi Sumit, got a minute?

< Reply

Sumit Malhotra /12 11:01 AM
e | Sure what's up?

<« Reply

trustedpartner 2018 /12
Let me send you a link to the document | need you to sign, I'm having trouble emailing this

given I'm traveling...

' Reply

https://nam06.safelinks.protection.outlock.com/?url=}

This website has been

classified as malicious.

Opening this website might not be safe.
http://spamlink.contoso.com

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
persconal data.

trustedpartner_2018 °/1Z 2 AM Edited @

IMPORTANT!

Sumit Can you did@) igr-offonthis? »
& Reply

Start a new conversation. Type @ to menticn someone.

A ¢ @ @B B S e B

X Close this page

Continue anyway (not recommended)

=l

Powered by Offica 365 Advanced Threat Protection

Malicious URL in conversations from Guest/External user in Teams desktop client

Office 365 ATP blocks a malicious link click from Teams desktop client
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